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Ctdupxanue
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Hacronqrnr AoKyMeHT 4eQntltpa u3[cxBaH[flTa la Merpononrren EAI :a oc[rypsBaHe Ha

xapAyepHo r coQryepxo o6cnyxaaxe, roero o6xaaqa Bc[r]Ku rexHonorrqH npoqec]4, teo6xogr, ,ru sa

ocfirypflBaHe Ha Hot![HaIHI4re eKcnnoaTaqfioHHl4 xapaKrephcTt4Kr,t Ha c cTe[ilaTa I rapaHTfipau{

SyurqroHrparero Ha BcrqKt,l TexHonorn{Ht4 (oN,,tnoHeHTr.

'1. Ile,ru
1.1 OcurrypneaHe xa HenpeKbcHar pexma ra nrnHo-QyxKqfioHanHa

excnnoaTaLlu9;

1,2 |o44ptxra h aKryanwaqt+ Ha crcreMH[fl coQryep, B crorBercrBle c nprnoxt4MrTe

TexHonoT[']H[ [ perynaTopHl/ H0p[4aTxBH14 r43l4cKBaH[9 3a rapaHTfipaHa OnepaT BHa crB[4ecThMocT t4

pa6orocnoco6Hocr;

1.3 Btselt<gaFre Ha rexHonor[qHu KopeKquh, npr ueo6xo4rNocr or onrrMhsaq[fl;

2. Onucanre Ha ycnyrara

Ycnyrara rpn6ea ga sxnrcvaa pefiHocr[ no noKarHa I AxcraHq[oHHa xapAyepHa no44prx(a,

co$ryepra noAAplxKa, npoSuranrra, aAM[Hr4crpnpaHe ra ruSopNaquoHHnre I KoMyHuKaq[oHH14

noAcr4cTeM , KpafrH ycrpor4crea, u co$ryepur4 npfinoxeH[fl, rapaHqr4oHHa noAApbxKa Ha Mrcro,

locrasvrrur Ha ycnyrara rpn6aa pa npoBeAe ABa nbrh roAurxHo eAHoAHeBHT npaxTfiqecKu o6y,]eHlte Ha

0nepaTopcKr49 nepcoHan,

2.1, Kparro onrlcaHue xa ,,Clrcrelaa 3a ynpaBneHlre, clrHanHa oxpaHa u xoHTpon Ha

socruna" (CYCOA)

B CyCO! Ha yqacTtKa or MC,,Op. Xonrao Kropr,t" Ao MC*MnaAocT l" cucreuara e rl3rpaAeHa Karo

nep[MerpoBa oxpaHa Ha 6agara sa uuxpoatnroar 6apuepn CIAS c o6xear 200M. Tyrenrre ca 3au] TeHu c

AonflepoBl4 Aarq q[ 3a ABrxeH[e. Sapr,leprre ca Aon]nHeH[ c r4HcranaLlusra ra 18 6p, lP tr4eranhrcenosfi

rar,,repr,,| AXIS sa B[3yaJ]h3aqfifl Ha eBeHTyarHt4 HepernaMeHTxpaHh npoH14KBaH[H. L]eHrpanxrnr ctpB]p 3a

ynpaBneHre Ha C CTeMaTa [ 3an c Ha argeontQOpuaqrsTa e pa3nonoxeH B penapThTgpHo no[4eqeHue, a

Kfl eHTCKt/Te cTaHqr[ - BtB BceKr KOMaHAeH nyHKI Ha q[T[paH Te MeIpOCTaHq h r l-.{exrpaneH

fiucnevepcxu l1yHn. CoSryeptT 3a ynpaBreH e v BVsyarM3aqAA Ha 6aprepuTe u AaTr]uquTe e lB TEST

map, a ro314 sa elaAeoHa6npAeHl4ero - Milenestone XProtect Corporate

OcuzypAg(,He HO,,npOzpOMHO mexHU|leCKO O6Cnfi4OdHe HO CUCfieMOmO 3C, ynpl1ne\Ue, CUZHOTHO OXpOHO U HOHmpOn HO dotnbnl (CyCOA) dO
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Mempononumeh"

anpw 2017 e.



4

B CyCOI Ha yqacT]Ka or MC ,,06enfl" Ao MC ,,floMcKo ruoce" ca uHcrarnpaHr 9 6p. lP

[4eTan[KcenoB xauepn AXIS sa ra6nrcgeHue Ha oxpaHeBaH[B neprMerbp. B xoNaH4rlrR nyHKr Ha craHqu

,,O6ens" r,l,,floucxo uoce" ca Hcran paHt,t Kn[eHTcKr4 craHqtar sa eupeoxa6noAeH e Kol]Tpofl.

B CYCOfl ra [eno ,,O6ens" ca rHcran,4paHr:

o l-.lexrpaneH cbpBrp 3a ynpaBneHfle Ha c[creMara h 3an[c Ha ar4eoun$opuaqrgra lBM, e

pa3nonoxeH B penapT T0pHo n0MeuleHue;

Knrerrcrr craHqrr LEN0V0,

Orxcnpaxn TepManH xauepn AXIS;

Ynpaanneur PTZ ercoxovyecreurenru qrSpoar,t xauepr PELCO;

l-{u$poeu MpexoB14 rauepu AXIS.

. 3a perynfipaHe (oHTpona Ha Aocftn ce rsnonsBar MpexoBr4 KoHTponep[ n,lerqr PAXTON;

. CyCO! BbB Aeno,06erfl" ocBeH, qe pa6ol.r a egrxuo BpeMe, ocfirypflBa u pa6orara xa

10 6p. lP qacoBHrxa.

2.2. Kouyxrraqnoxxo o6opygeaxe

Momupaur ca qeHTpanHh I roKarHr4 KoMyraropr (Heo6cnyxeaeun) GARRETTCOM. 9pea

noKaflHrre Ko[4yraropu Bcl4r]K efleMeHTr or cl4creMara 3a B!4AeoHa6npAeHue I chcreMara 3a KoHTpon Ha

AocTrna ca np[creAuHeH[ KbM onopHara onr[qHa Mpexa. [lpouseo4rrenxocrra, Kanaq[rera Lt

$yxrqllotanxnre xapaKTep clrKll Ha KoMyHhKaqr4oHHoro o6opyABaHe ca pa3qereH[ 3a Ko[4yHuKaq[oHHo

ocurypgBaHe I uHTerp[paHe Ha KaMephTe u eA HHo BpeMe.

Mpexoaara rrQpacrpyrrypa Ha cficreMara e ocHoBaHa Ha [HAycrp anHhre KoMyraropl4

GARRETTCoM I ce ynpaBnflBa u ra6nn4aaa or aBToMaru3rpaHh cepB[3Hr4 ycayrh rHcranrpaHr Bbpxy

MpexoB cbpBrpt4, a crcreMHoTo aflMflHr4crp[paHe ce 3nbnHeBa qpe3 Bh3yanHu pa6orH[ cTaHLlt/t/ c

ueo6xoAruure co$ryepsu l4Hcrpy[reHTl,t.

ocuzypeBoHe Ho,,npozpoMHo mexHuqecxo o6cnpKeoHe Ho CucmeMomo 30ynposneHue, cuzHorHa oxpoHo u xoHmpon Ho docmbno (cycoA)Ho

*".po^prr".rr, o^: MC,,Op. X. Kapu" doMC,Mnodocm -7", On Mc,,o6enn'do Mc.nOMCttO Uoce", den. -o6enn" u uAn Bo coouict<uB
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2,3. 14xrerpnpaxa KoMyHrraqnoHHa cncreMa

flperoca, KoMyHIKaqxnra, ynpaBneH ero r xa6no4exnero ce octqecrBrBar qpeg craHAapr]43hpaHu

TpaHcnoprttt4 n Mapupyll43[pau.lu nporoKoJlr4 B cerMeHTfipaH aApecfipyeM MpexoBr4 o6xBar no OSI r',roAena.

2.4. Onepaqnoxrr clcreMr n co{ryepxn npnnoxeH[r, oc]4ryprBaqtl

$yxxqroxanxocrra ra CYC0[

Onepaquoxxara cpeAa Ha c cTeMara e pean,BfipaHa c Windows Server 2008 R2 Enterprise.

Tarr cpega npeAocraBe eAHopoAHa u cbBMecrr4Ma ocHoBa 3a pa3BplrqaHe Ha npuroxHrlre c,lcreMn

I cnoMa[a 3a n]nHoqeHHhn l,M BsauMeH fiHTerprrer. Windows Server 2008 R2 Enterprise nocrura

MaKc[ManHa e$errfiBHocT npr ynpaBneHue Ha (paiHrTe ycTpor4cTBa Ha crcTeMaTa, vpea ceprrQrqnpanra

4parisepu 3a xapAyepa (lBM OEM).

Pa6orxrre craHqrI pa6orflT c onepaqr4oHHa onepaqxoHHa crcreua Windows 7 Professional 64 bit n

0c[rypflBa nrnHa 0nepaT BHa c]BMecT[MocT cbc cbpB]pHaTa 0nepaqrloHHa c[creMa.

Onepaquorrr cucreur r coSryepuu nphnoxeH fl, ocurypeBaqh SyrxqraonanHocrra na CYC0!:

. Microsoft Windows Server B u/rnr no-ancox;

. Microsoft Windows 7 Professional r/rn[ no-a[cox;

. Milestone Xprotect Corporate, 2014 ulunu no-Br4coK;

o Agent Vi analitic system;

o CIAS - lB Test Map pro,

3. 3aar.tlxeullq Ea lr3[r,Jrglrrefls:

Onucanue na de(tuocmu no peeynspHa npo$unaxmuxa u noddprxxa:

. flpue[4aHe, o6pa6orKa u oTqer Ha o4rHaflr1 3a rexHuqecK[ npo6neMr;

o Xap4yepna npo0finaKr[[a Ha KoMnoftpHo Kouynrxaquonxo o6opyABaHe;

o Ha6nrcAesre, noq crBaHe u TecT Ha xapAyeprure ycrpoticraa,

o MorrroprrruaexcnnoaraquoHHtlTenapaMerprl;

o O6HossgaHe ra Firmware;

o llpoQrnanrxa Ha ycrpoficrBara B ct4creMara BeAHbx Mece'{Ho;

o Ocrrypnaare Ha floucr Ka 3a cepB[3Ho o6cnpxBaHe Ha o6opyABaHe B rapaHq[oHeH cpoK;

OcuzypRoaHe Ho,npozponxo mexuu,aecxo o6dlpxsoHe Hd CucmeMama 30 ynpoeneHue, cuz\o.ttHo oxpoHo u t@Hmpon Ho docmbno (CyCOA) tlo
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o noAMsHa Ha Ae+eKrupan Ko[4noHeHT[ [ bnrpeiA Ha MrcTo;

o B cnyqat4 Ha Heo6xoAl4Mocr or peMoHT B cneqlanr3 paH Srpuex cepans, 4e$errupanoro

o6opygaane Aa ce peMoHTxpa B crorBercrBt4e c rapaHLlroHHhre ycnoBuq xa $upurare

npo 3BoAhrenl4;

. Cooryepsa noAApbxKa Ha nphnoxHfi cr/creM ;

o ltluuana4uu nperHcrafiaqr4u Ha co$ryepHh npfinoxeH[q;

o KouSrryprpare ra nprnoxex coQryep;

o lzfuunopr, eKcnopT Ha npmoxH AaHHI or rn$oprraaquout4 ct4creM ;

o O6HognaaHe ria co$ryepnr,t narerr c oSrqrantra o6noanetrn;

o Meroguvecxr yKa3aH F ruu norpe6rrenr sa pa6ora c npnnoxHt4 chcreMr;

. Co$ryepra noMpbxKa Ha onepaqhoHHr4 o4creM[;

o Vlauanatlnu I npe HcranaLln Ha c[creMH[ nprnoxeH[F;

o KonSrrypupaHe Ha onepaquoHHt4 cricre[4,,t;

o O6HognsaFie Ha onepaq[oHHt4 crcrelltr c oSuqr.tanxr o6Hoaneurn;

o flosfiuaeaHe Ha Bepc ure 3a onepaqloHHure c[creM[;

. MosrroprHT, alanrc k ynpaBneHhe Ha KouyHt/Kaq[ure;

o Ha6nrcgexre Ha eKcnnoaraq[oHHoro crcronHfie na rax$pacrpyrrypara;

o Moxrax, AeMoHTax r,l xor$raryprpaxe Ha KoMyHrKaql4oHto o6opygaaHe;

o flraruocrrxa 14 peMoHT Ha KoMyKaquoHHr4 Bpb3Kt4;

o fircraHquouo noxanHo chcreMHo aA[4t4Ht4crpr4paxe xa CYCOA;

o Ha6no4exrae Ha xapAyepH[ r co$ryeprr cncreMHr r np,4floxHt4 napaMerpn;

o Onruuraaqur Ha npor43BoA[TenHocTTa Ha nogcr4cretulrre;

o Asanus xa asamaogeicre[ero Ha noAcxcrer4fire s o6xgara sa CYCO!;

o Ynpaanerue Ha floruqecKr4 AocTln;

o Axanrg Ha TexHonoruqH!,r npo6neMu u r,ts6op na eSeruBHo peuJeHhe;

o Apxranpare r Bb3craHoBgBaHe Ha c cre[4Hrl I npnnoxHr AaHHI;

OcuzypaaoHe Ho,,npoaponuo mexxuqecxo o5cnpKedHe Ho CucneMomo 30 ynpou,e\ue, cuzHMHo oxpoHo u t<oHmpon Ho docnbno (CyCOA) Ho
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o OneparraHa, rexHfiqec(a KoHcynraqn+ v o6yvenre Ha oneparoprare CYCOff u ppyrn

npeAcraBrrenr Ha Bb3fl OXk1TEIlfl ;

o

Onucauue na deltnocmma no useunpednu cumyaquu:

. flpreuaHe il EoKyMeHT]4paHe Ha cilrHafl 3a rexH[qecxn npo6neu e CYCOI;

o [ucraHqroHHa wlununoranHa A[arHocr[Ka Ha npo6nenaa;

. OnpeAeflflHe Ha peueHrero, oc,4rypnBaHe Ha pecypo4Te I orcrpaHflBaHe Ha rexH[qecxrr npo6neu;

. YeeAousBaHe Ha pbKoBoArrenflvnn onepaTopa, cneA nbnHo orcrpaHflBaHe Ha npo6neua;

o AHanng Ha npilL+4Hr4Te 3a aBaprma, o6xaara Ha nocneAcrBr4flTa, p[cKa or noBTopfleMocr ]4 npkl

neo6xogunaocr aKryanfi3aqiln Ha o6xeara Ha perynflpHara noA4ptxKa.

Mampu4a 3a peanqun npu webupeduu cumyaquu e o6xeama Ha npoqeca:

Bcfi,{rh np[erh cvr+anvl 3a rexH[qecxr npo6nenar Ha CYCO! ce o6pa6orBar crrnacHo nocol{eHara

cxeMa sa xnacr$nKaqvt u nphopilTeril.

3a eSerruaHo ynpaBfleH[e Ha Bc[qKh noAaAeH[ crrHaflh, Aa ce npffiara cneAHara Marp[Lla

PEЖИM 3A ΠOДДPЪЖKA И CPOK 3A PEAKЦ ИЯ

flonrrnnrrenHx ycnyrlr lt3BbH o6xeara Ha npoqeca nporpaMHo rexHutlecxa noAApl,xKa Ha

CYCOA:

OcuzypnsoHe Ho ,,llpozpanxo mexxuuecxo o1cnyxeoHe Ho Cucmenomo zo ynpoeneHue, cuzHonHo oxpdHa u KoHmpolt xo docmuno (CyCOil na

Mempompocemomo om: MC,,Op. )l(. Kapu" do MC,,Mnadocm -7", om MC,,O6enn" do MC,,llotucxo woce", deno,,O6enn" u lJ,Qll xo CoSuicxua

uempononumex"

anpu 2017 e.
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. OcrrypsBaHe Ha floTt4crfiKa ga cepBI43Ho o6cnyxBaHe Ha o6opyABaHe B ,l3BbHrapaHqr{oHeH nepfioA;

. Asanug, onrfiMlr3aqfie h pa3ulr4psBaHe Ha o6xeara ua CYCOA;

. Cnelluanu3 paH,4 r4HcrpyKTaxh 3a oneparopu Ha CYCOI.

ocuzypnsoHe Ho ,,npoepoMHo mexHuqec4o o6cnyxso\e Hd CucmeMomo 3o ynpo1neHue, cuzHo,/t a oxpotto u KoHmpo/, Ho docnbno (CyCOA) Ho
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